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Ref 
# 


Hits 


Search Query 


DBs 


Default 
Operator 


Plurals 


Time Stamp 


LI 


9 


@ad<"20010604" and ((data 
attack) adj signature and security 
and network and (monitor$5) and 
alert) 


US-PGPUB 


OR 


ON 


2007/02/02 16:19 


L2 


23 


@ad<"20010604" and ((data 
attack) adj signature and security 
and network and (monitor$5)) 


US-PGPUB 


OR 


ON 


2007/02/02 16:20 


L3 


23 


@ad<"20010604" and ((intrusion 
data attack) adj signature and 
security and network and 
(monitor$5)) 


US-PGPUB 


OR 


ON 


2007/02/02 16:20 


L4 


0 


@ad<"20010604" and ((data 
attack) adj signature and security 
and network and (monitor$5)).clm. 


US-PGPUB 


OR 


ON 


2007/02/02 16:20 


L5 


0 


@ad<"20010604" and ((intrusion 

data attack^ adi sionature and 
security and network and 
(monitor$5)).clm. 


US-PGPUB 


OR 


ON 


2007/02/02 16:20 


L6 


0 


@ad< ,, 20010604" and ((data 
attack) adj signature and security 
and network and (monitor$5)).clm. 


US-PGPUB 


OR 


ON 


2007/02/02 16:20 


L7 


2 


@ad<"200 10604" and (signature 
and security and network and 
(monitor$5)).clm. 


US-PGPUB 


OR 


ON 


2007/02/02 16:20 


L8 


8 


@ad<"200 10604" and ((attack 
instrusion) and network and 
(monitor$5)).dm. 


US-PGPUB 


OR 


ON 


2007/02/02 16:20 


L9 


5 


@ad<"20010604" and ((attack 
instrusion) and network and (alert)), 
dm. 


US-PGPUB 


OR 


ON 


2007/02/02 16:20 
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Ref 
# 


Hits 


Search Ouerv 


DBs 


Default 
Operator 


Plurals 


Time Stamn 


LI 


44 


@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and passwd 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2007/02/02 16:15 


L2 


67 


@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and unknown 
near2 (command packet) 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2007/02/02 16:16 


L3 


16 


@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and application 
adi laver and "713"/4 eels and 
attack$2 


US-PGPUB; 
USPAT; 
EPO; 
IBM TDB 


OR 


ON 


2007/02/02 16:16 


L4 


5214904 


@ad<"20010604" 


US-PGPUB; 
USPAT; 
EPO 1 
IBM_TDB 


OR 


ON 


2007/02/02 16:15 


L5 


0 


L4 and 713/200.ccls. 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2007/02/02 16:15 


L6 


0 


L5 and (network) near3 (monitor$3 
surveillance analyz$5 screen$3) 


US-PGPUB; 

USPAT; 

EPO; 

ibmItdb 


OR 


ON 


2007/02/02 16:15 


L7 


5214904 


@ad<"20010604" 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2007/02/02 16:15 


L8 


16391 


L7 and ( "726"/$.ccls. "713"/$.ccls. ) 


US-PGPUB; 

USPAT; 

EPO; 

ibmItdb 


OR 


ON 


2007/02/02 16:15 


L9 


39 


L8 and application near2 (level 
layer) same attack 


US-PGPUB; 

USPAT; 

EPO 1 

IBM_TDB 


OR 


ON 


2007/02/02 16:15 


L10 


5214904 


@ad<"20010604" • 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2007/02/02 16:16 


Lll 


202 


L10 and 726/23,25.ccls. 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2007/02/02 16:16 
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L12 


0 


4 and (alert severity warning) with 
value same network with intrusion 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2007/02/02 16:17 


L13 


4 


4 and (alert severity warning) with 
(value code) same network with 
intrusion 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 

i 


2007/02/02 16:17 


L14 


19 


4 and (alert severity warning) with 
value and network with intrusion 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON V 


2007/02/02 16:17 


L15 


36 


4 and (alert severity warning) with 
value and network with (attack 
intrusion} 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


Xj 


2007/02/02 16:17 


SI 


5149165 


@ad<"20010604" 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2004/10/28 14:27 


S2 


0 


SI and 731/201.ccls. 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2004/10/28 14:27 


S3 


1686 


SI and 713/201. eels. 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2004/10/28 14:27 


S4 


270 


S3 and (network) near3 (monitor$3 
surveillance analyz$5 screen$3) 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2005/09/12 13:38 


S5 


1615 


SI and 713/200.ccls. 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2004/10/28 14:28 


S6 


985 


SI and 709/225.ccls. 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2004/10/28 14:28 


S7 


1860 


SI and 709/223. eels. 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2004/10/28 14:28 


S8 


112 


S5 and (network) near3 (monitor$3 
surveillance analyz$5 screen$3) 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2004/10/28 14:28 
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S9 


181 


S6 and (network) near3 (monitor$3 
surveillance analyz$5 screen$3) 


US-PGPUB; 

USPAT; 

EPO; 

IBM.TDB 


OR 


ON 


2004/10/28 14:28 


S10 


646 


S7 and (network) near3 (monitor$3 
surveillance analyz$5 screen$3) 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2004/10/28 14:28 


Sll 


30 


(S4 S8 S9 S10) and attack with 
signature 


US-PGPUB; 

USPAT; 

EPO; 

IBM.TDB 


OR 


ON 


2004/10/28 14:29 


S12 


16034 


@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 

cj i \uiy j 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2005/11/17 14:25 


S13 


0 


"/cgi-bin/phf 


US-PGPUB; 
USPAT; 
EPO;. 
IBM_TDB 


OR 


ON 


2004/10/21 12:07 


S14 


30 


(@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3)) and (attack 
intrusion) near2 signature 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2004/10/28 09:25 


S15 


1 


"5991881".PN. 


USPAT 


OR 


OFF 


2004/10/21 15:15 


S16 


57 


@ad< n 20010604" and (network) 
near3 (monitor$3 surveillance 
analvz45 screen$3^ and unknown 
near2 (command packet) 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2006/08/07 09:55 


S17 


0 


@ad<"200 10604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and (send sent 
transmit$2) with root with shell 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2004/10/28 09:31 


S18 


73 


@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and (send sent 
transmit42^ with root 

VI VI 1 IJI 1 II Vtjr ^ / ¥ ¥ 1 VI 1 1 X^X^ V 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2004/10/28 10:45 


S19 


0 


@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and (send sent 
transmit$2) with root near2 (prompt 
shell) 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2004/10/28 09:41 


S20 


0 


@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and (send sent 
transmit$2) with root near2 (prompt 
shell access) 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2004/10/28 09:41 
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S21 


6 


@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and (detect$2) 
near2 http 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2004/10/28 12:38 


S22 


0 


@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and (detect$2) 
near2 passwd 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2004/10/28 12:39 


S23 


39 


@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and passwd 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2004/10/28 12:39 


S24 


16 


@ad< "20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and passwd and 

ft? 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2004/10/28 12:47 


S25 


13 


@ad< M 20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and passwd and 
ftp not "etc/passwd" 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2004/10/28 12:40 


S26 


3 


(@ad<"20010604 n and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and passwd and 
ftp) not (@ad<"20010604 n and 
(network) near3 (monitor$3 
surveillance analyz$5 screen$3) and 
oasswd and fto not "etc/oasswd") 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2004/10/28 12:47 


S27 


7 


(US-6725377-$ or US-6279113-$ or 
US-6301668-$ or US-5991881-$ or 
US-6728886-$).did. or 
(US-20020199114-$ or 
US-20020083331-$).did. 


US-PGPUB; 
USPAT 


OR 


OFF 


2004/10/28 13:09 


S28 


2 


((US-6725377-$ or US-6279113-$ or 
US-6301668-$ or US-5991881-$ or 
US-6728886-$).did. or 
(US-20020199114-$ or 
US-20020083331-$).did.) and rpc 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2004/10/28 13:09 


S29 


785 


@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and application 
adj layer 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2005/04/29 15:26 


S30 


64 


@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) same 
application adj layer 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2005/04/29 15:21 


S31 


67 


@ad< "20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and application 
adj layer and "713"/$.ccls. 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2005/04/29 16:08 
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S32 


23 


@ad< "20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and application 
adi laver and "7137$ eels, and 
attack$2 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2005/04/29 16:09 


S33 


5176530 


@ad<"20010604" 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2005/09/12 13:39 


S34 


0 


S33 and 713/201.ccis. 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2005/09/12 13:39 


S35 


0 


S34 and (network) near3 
(monitor$3 surveillance analyz$5 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2005/09/12 13:39 


S36 


0 


S35 and ((alert priority) with 
signature with (table)) 


US-PGPUB; 

USPAT; 

EPO; 

ibmItdb 


OR 


ON 


2005/09/12 13:39 


S37 


0 


S35 and ((alert priority) with 
signature with (list database table)) 


US-PGPUB; 
USPAT; 
EPO; 
IBM.TDB 


OR 


ON 


2005/09/12 13:40 


S38 


0 


S35 and ((alert priority) with (list 
database table)) 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2005/09/12 13:40 


S39 


16749 


S33 and (network) near3 
(monitor$3 surveillance analyz$5 


US-PGPUB; 

USPAT; 

EPO; 

IBM_TDB 


OR 


ON 


2005/09/12 13:39 


S41 


1 


S39 and ((alert priority) with 
signature with (list database table)) 


US-PGPUB; 
USPAT; 
EPO; 
IBM TDB 


OR 


ON 


2005/09/12 13:40 


S42 


1 


"6928377".pn. 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; 
IBM TDB 


OR 


ON 


2005/11/17 14:12 


S43 


1 


"6928277".pn. 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; 

IBM_TDB 


OR 


ON 


2005/11/17 14:13 
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S44 


1278 


@ad<"20010604" and network adj 
security and table 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2006/08/08 10:18 


S45 


19 


@ad<"20010604" and adapt$4 with 
network adj security and table 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2005/11/17 14:28 


S47 


48 


@ad<"20010604" and ("713'7$.cds. 
"726"/$.ccls.) and network adj 
security and table with (vulnerability 
attack exploit policy) 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2005/11/17 14:42 


S48 


17 


@ad<"20010604" and ( M 7137$.ccls. 
*'7267$.ccls.) and network adj 
security and table with (vulnerability 
attack exploit) 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2005/11/17 14:46 


S49 


14 


@ad<"20010604" and ("713"/$.ccls. 
"726"/$-cds.) and intrusion adj 
detection and table with 
(vulnerability attack exploit) 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2005/11/17 15:12 


S50 


89 


@ad<"20010604" and (network) 
near3 (monitor$3 surveillance 
analyz$5 screen$3) and application 
adj layer with (level priority alert) 


US-PGPUB; 
USPAT; 
EPO; 
IBM_TDB 


OR 


ON 


2006/08/07 10:22 


S51 


17 


S50 and ( "726"/$.ccls. "713"/$.ccls. 
) 


US-PGPUB; 
USPAT; 
EPO; 
IBMJTDB 


OR 


ON 


2007/02/02 16:15 


S52 


5199810 


@ad< ,, 20010604" 


US-PGPUB; 
USPAT; 
EPO; 
IBMJTDB 


OR 


ON 


2006/08/07 13:10 


S53 


15987 


S52 and ( "726"/$.ccls. "713"/$.ccls. 
) 


US-PGPUB; 
USPAT; 
EPO; 
IBMJTDB 


OR 


ON 


2006/08/07 13:11 


S54 


3 


S53 and application near2 (level 
layer) with signature same attack 


US-PGPUB; 
USPAT; 
EPO; 
IBMJTDB 


OR 


ON 


2006/08/07 13:40 


S55 


36 


S53 and application near2 (level 
layer) same attack 


US-PGPUB; 
USPAT; 
EPO; 
IBMJTDB 


OR 


ON 


2006/08/07 13:40 


S56 


5 


@ad<"20010604" and 726/25.ccls. 
and severity with (level value) 


US-PGPUB; 
USPAT; 
EPO; 
IBM TDB 


OR 


ON 


2006/08/08 10:19 
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